








Data Minimization

The best way to protect privacy is to avoid the unnecessary pro-
pagation of identity information through data minimization.

A web platform does not need to know the exact date of our birth,
only whether we are old enough to use its services. Such a derived
claim thus only says «yes, older than 16». If someone wants to
prove he is employed, the party he reveals this fact to doesn't
need to know where he works, nor does his employer need to
know who he tells this to. How can this work?

Through the use of certificates, the receiver can be sure that the
information is valid. Instead of an all-or-nothing situation, the
owner can fine-tune access to his data. Because the data is encryp-
ted, it cannot be tampered with. If the information is stolen, it
matters less, because only a minimum of anonymous data is

included.
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